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Osterman Research Executive Summary 
Enterprise Email Archiving :  Market Needs and Trends 
 
Arc hiving is to  ema il as rec ord -keep ing is to ac c ounting.  Enterp rises of a ll sizes 
a re bec oming inc reasingly depend ent upon ema il fo r da y-to-day business 
ac tivities, and  ema il and  instant messaging (IM) a re rep lac ing paper-based  a nd 
verba l c ommunic a tions in ma ny situa tions.  Many organiza tions now c onsider 
ema il a  v ia b le and  trustworthy med ium for taking orders, p rovid ing  formal 
p rojec t app rova ls, d isc ussing  sensitive  personnel issues, forma lizing c ontrac ts a nd 
the like.  For example, a  Spring 2003 Osterman Resea rc h survey found  tha t ema il 
is now used  or ac c ep ted  a s written c onfirmation o f app rova ls, orders and  other 
transac tions in 79% of organiza tions.  Further, end  users of messaging systems a re 
storing an inc reasing amount of c ritic a l b usiness da ta  in these systems – 
Osterman Resea rc h has found  tha t the typ ic a l user stores more than one-ha lf of 
his or her c ritic a l business informa tion w ithin the c onfines of the messaging  
system. 
 
As a  result of the grow ing use of ema il and IM, c orpora te ema il systems now 
c onta in signific ant a nd  g rowing  quantities o f sensitive informa tion tha t used  to 
be stored  only on paper.  Conc urrent w ith the g row ing  relianc e on ema il have 
been inc reasing lega l and  government sc rutiny of ema il-based  c ommunic a tions.  
Ema il is now just as a dmissib le in a  lega l ac tion as paper-based  documents a nd  
must be ma inta ined  w ith even more c a re because of the ease w ith whic h 
elec tronic  doc uments c an be tampered . 
 
Key Find ings Presented in this Report 
This rep ort d isc usses the results of two p rima ry market resea rc h surveys tha t were 
c onduc ted  by Osterman Resea rc h d uring  July and  August 2003.  Here a re the 
key find ings from the resea rc h: 
 

·  Only about one-ha lf o f organiza tions have esta b lished  an ema il retention 
polic y, a nd  about the same perc entage has implemented  polic ies or 
tools for manag ing ema il c ommunic a tion risks. 

 
“Does your organization have an email retention polic y in p lace?”  

Yes
52%

No
48%
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·  This is d esp ite the fac t tha t more than one-ha lf of organiza tions surveyed  
have a t some p oint fired  an employee for a  transgression re la ted  to ema il, 
and  tha t nearly one-ha lf o f organiza tions have a t some point been 
ordered  by a  c ourt or regula tory body to  p roduc e employee ema il. 

 
·  Virtua lly a ll enterp rises back up  messaging system c ontent to tape on a  

regula r basis.  However, only one in seven organiza tions have 
implemented  any sort of “ true”  a rc hiv ing system. 

 
·  Nea rly three in five orga niza tions has not imp lemented any polic ies or 

systems to ensure tha t users d o not delete importa nt messaging  system 
c ontent. 

 
 

Organizational Prac tices Regarding User 
Deletion of Important Messaging  System Content 

We have no 
polic ies/ systems to 
p revent them from 
deleting important 

c ontent
45%

We have only polic ies 
in plac e that require 

employees not to 
delete this c ontent

30%

We have systems in 
p lace tha t prevent 
employees from 

deleting this c ontent
13%

We have not rea lly 
addressed this issue in 
any substantive way

12%

 
 

·  From the perspec tive of IT ma nagement, there is a  signific ant m isma tc h 
between the c urrent level of p roac tiv ity in enterp rise messa ging a rc hiving 
polic ies and  the desired  level o f suc h p roac tivity. 

 
·  The ma jority of enterp rises do not believe tha t they a re pa rtic ularly well 

p repa red  for regula tory c ompliance w ith regard  to ema il or instant 
messaging  supervision or retention polic ies tha t impac t their pa rtic ular 
industries. 

 
·  Users o f messaging systems spend  a  signific ant amount of time simply 

manag ing their ema il inboxes, work tha t c ould  be hand led  automa tic a lly 
by an a rc hiv ing system. 

 
·  Users store a  signific ant amount of messaging  c ontent in personal 

a rc hives, not in a  c entra lized  repository tha t is ava ilab le to the enterp rise 
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a t la rge.  Since a  large perc entage of these a rc hives a re not bac ked  up , 
this results in an enterp rise’s inab ility to extrac t da ta  from these arc hives so 
as to  make the da ta  ava ilab le for support during a  lega l ac tion or 
regula tory req uest. 

 
Why Arc hive? 
There a re severa l rea sons tha t an organization should  a rc hive its messaging 
system c ontent: 
 

·  Legal ob liga tions.  The vast ma jority o f enterp rises a re lega lly ob liga ted  to 
ma inta in rec ords pertinent to their business, transac tions w ith c ustomers, 
dea lings with employees, and  so forth.  To the extent tha t these rec ords 
a re housed  in a  messaging  system, it is impera tive  tha t organiza tions 
p reserve this c ontent for a t least the m inimum sta tutory requirement. 

 
·  Reduced lega l exposure.  Most firms w ill eventua lly be involved  in a  legal 

ac tion of some sort.  A tec hnic a l inab ility to p rod uc e ema ils and/ or other 
elec tronic  d oc uments tha t the c ourt ha s req uired  bec ause of a  lack of 
p roper ema il retention polic ies or prac tic es simply is no longer an 
ac c ep tab le lega l defense. 

 
·  Retention of corporate  knowledge.  Simply p ut, muc h of the informa tion in 

most messaging systems is va luab le and  has c ost organiza tions substa ntia l 
sums in employee time and  other resourc es to genera te .  An inab ility to  
rec over this informa tion in a  timely ma nner mea ns tha t expensive – a nd 
sometimes irrep lac eable – c orpora te knowledge is lost. 

 
·  Improved system performance.  When a  messaging  system houses an 

enormous online messa ge store, its performanc e is slower and  it takes 
longer to  restore a fter a  server c rash.  If older message store c ontent c an 
be a rc hived , thereby m inim izing the size of the online message store, 
performanc e is imp roved  and  restora tion times c an be muc h faster. 

 
·  Improved user produc tivity.  As d isc ussed  la ter in this report, users spend  

signific ant a mounts o f time managing their ma ilboxes, looking for old  
ema ils and  perform ing other ac tivities tha t c ould  easily be handled  by a  
robust a rc hiving  system. 

 
Desp ite  the many advantages o f a rc hiving messag ing system c ontent, there a re 
many who believe tha t arc hiving this c ontent exp oses an enterp rise to signific ant 
risks because an a rc hive may c onta in inc rim ina ting evidenc e tha t otherw ise 
would  not be ava ilab le.  In some respec ts, this is a  va lid  a rgument, sinc e deleting 
an ema il may p revent it from be ing d isc overed  in the future.  However, deleting 
ema il is a  risky p rac tic e for two rea sons: 
 

·  First, the p rac tic e ma y viola te  sta tutory requirements to  p reserve ema il. 
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·  Sec ondly, deleting  a  master c opy of an ema il or a ll c op ies tha t a re  
housed  w ithin a  c ompany’s messag ing system does not mean tha t a ll 
c op ies of the ema il have ac tua lly been dele ted .  Cop ies ma y exist in a  
rec ip ient’s a rc hive, in a  loc a l message store or in some other venue 
unknown to the orig ina l sender. 

 
In short, the most risk-averse stra tegy for just about any enterp rise is to implement 
a  messaging a rc hiving  system. 
 
Who Needs to Arc hive? 
North Americ an firms tha t pa rtic ipa te in the financ ia l servic es spac e and  tha t a re 
regula ted  b y the Sec urities and  Exc hange Commission (SEC), the Na tiona l 
Assoc ia tion of Sec urities Dealers (NASD), or the Universa l Ma rket Integrity Rules for 
Canad ian Marketp lac es, must follow a  deta iled  and  stringent set o f guidelines 
for da ta  retention.  Firms in the hea lthc a re industry must fo llow da ta  retention 
requirements sp ec ified  by a  va riety of sta tutes and  regula tory bod ies, inc lud ing 
the Health Insuranc e Portab ility and  Ac c ounta b ility Ac t (HIPAA), the Med ica re 
Cond itions o f Pa rtic ipa tion, and  the Food  and  Drug Administra tion.  Government 
agenc ies and m inistries must adhere to a  w ide va riety of guid elines a nd 
requirements for d a ta  retention, inc lud ing those put forth by Na tiona l 
Aerona utic s and  Sp ac e Ad ministra tion, the Dep a rtment of Defense, va rious 
p rovisions in the United  Sta tes Code, the Na tiona l Arc hives of Canada , and  other 
agenc ies and  sta tutes. 
 
Although financ ia l institutions, hea lthc a re-rela ted  firms and  government 
agenc ies fa c e some of the more stringent requirements for da ta  re tention, 
virtua lly a ll firms a re sub jec t to da ta  retention requirements o f various types.  For 
example, in the United  Sta tes: 
 

·  The Americ ans w ith Disa b ilities Ac t (ADA) requires tha t the personnel 
rec ords of an ind ividua l who has b een involunta rily term ina ted  be kep t for 
one yea r from the da te of term ina tion. 

 
·  The Toxic  Substanc es Control Ac t requires tha t a  report of an employee 

c la im of oc c upa tiona l d isease or oc cupa tiona l hea lth prob lems be kep t 
for thirty yea rs. 

 
·  The Reha b ilita tion Ac t of 1973 requires tha t rec ord s c onc erning 

c ompla ints o f ha nd ic ap  d isc rim ina tion (in p rog rams and  ac tivities 
rec eiving or benefiting from federa l financ ia l assista nc e) and  relevant 
employment rec ords o f the c ha rg ing pa rty and employees in sim ilar 
positions be kep t for three yea rs. 

 
·  The Employee Retirement Inc ome Sec urity Ac t of 1974 requires tha t any 

c orresp ondenc e, inquiries or notes rela ting to ind ividua l elig ib ility 
determ ina tions be kep t indefinitely. 
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