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Osterman Research Executive Summary 
Enterprise Instant Messaging: Problems, Needs and ROI 
 
Instant messaging (IM) is currently used in the vast majority of North American 
enterprises:  as of early 2004, IM systems are in use in 92% of all commercial and 
non-commercial enterprises.  Further, 23% of all enterprise email users employ IM, 
a figure that we estimate will grow to approximately 80% of all email users by 
2007, as shown in the following figure. 
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Unlike virtually any other communications technologies currently in use in the 
enterprise, IM, in most cases, has developed as a ‘bottom up’ technology.  In 
other words, most enterprise use of IM started with individual users deploying their 
own IM client (typically a consumer-grade client freely available from America 
Online, Microsoft or Yahoo!) outside the auspices of their IT department.  In only 
one-third of enterprises was the deployment of IM initiated by IT. 
 
The informal nature of IM deployment, coupled with the heavy use of consumer-
grade clients and proprietary IM networks, has created several problems for 
enterprises: 
 

• Lack of namespace control:  because most enterprise IM users employ 
their IM client independent of a corporate directory, enterprises have little 
control over the IM identities of their employees.  This has two important 
ramifications: 

 
o Operation independent of a corporate directory means that IM 

identities may not reflect the naming policies of an enterprise. 
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o When an IM user leaves his or her employer, there is no way to 
prevent continued use of that user’s IM name, resulting in 
significant potential liabilities for an employer. 

 
• Lack of security:  because consumer-grade clients and their associated 

networks do not provide end-to-end encryption, local routing or other 
secure messaging capabilities; and because these clients can often 
penetrate corporate firewalls; enterprises are at risk of receiving viruses, 
worms, rogue protocols and other malicious content through their IM 
infrastructure, not to mention the lack of protection for sensitive content 
transmitted via IM. 

 
• Lack of auditing and logging capabilities:  consumer-grade IM clients 

typically do not provide any sort of logging of IM conversations – when 
the parties to an IM conversation leave the session, the content of their 
conversation is lost unless the text thread is manually copied and saved.  
This can result in significant problems for an enterprise that archives 
employees’ electronic communication.  Further, it leaves an enterprise 
vulnerable if the archived content of an IM conversation is modified after 
the fact. 

 
The perception of IM as an important business tool is maturing and both IT 
managers and line-of-business managers are becoming more open to IM’s 
presence and use in the enterprise.  What this also means is that enterprises in 
which users rely solely on consumer-grade IM clients – a significant portion of the 
use of IM in the enterprise – are opening themselves to a number of problems.  
As a result, the critical need for these enterprises moving forward will be to 
implement systems that will protect the network from these hazards, including 
the deployment of systems to manage the consumer-grade infrastructure 
currently in place, or implementing a purpose-built enterprise-grade IM system. 

 
i Key Findings Presented in this Report 

 
• The mean number of IM platforms in use per enterprise is growing. 

 
• The percentage of enterprises that are using IM for business applications 

has more than doubled in less than three years. 
 

• Enterprises are increasingly adopting one or more IM platforms as their 
corporate standard. 

 
• Support for IM among IT departments is growing. 

 
• The dominant interest in enterprise IM use is for business-to-business 

communications, not business-to-consumer communications. 
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• Presence – the fundamental technology on which IM is based – is 
growing in importance as a valuable business tool. 

 
• Standards are critical when making enterprise IM purchasing decisions. 

 
• As end users of IM employ the technology for longer periods of time, 

their use of the technology increases. 
 

• A large percentage of IM users find that their use of the telephone and 
email is reduced because of their use of IM. 

 
• Spam sent via IM (SPIM) is a relatively minor problem today, but may 

become a more significant problem over the long term. 
 

• A growing percentage of enterprises are budgeting for IM. 
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About Osterman Research 

Osterman Research, Inc. provides market research, cost modeling, 
benchmarking and related services to vendors of technology-based products 
and services. 
 
We help vendors, IT departments and other organizations make better decisions 
through the acquisition and application of relevant, accurate and timely data 
on markets, market trends, products and technologies. We also help vendors of 
technology-oriented products and services to understand the needs of their 
current and prospective customers. 
 
Part of what makes us unique is our market research panel: a large and growing 
group of IT professionals and end-users around the world with whom we conduct 
our research surveys. This allows us to conduct surveys quickly and accurately. 
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