Osterman Research Executive Summary

Report Focus

This report provides an analysis of the desired and perceived customer
requirements in the messaging security space. The goal of this report is to assist
vendors and others to increase their understanding of market developments and
to gain insight into key trends that will shape the messaging security market for
the next several years. The primary data sources for this report were two surveys
of North American organizations that Osterman Research conducted specifically
for this report during May 2005.

Key Findings Presented in this Report

¢ The cost of providing messaging security capabilities is significant. Osterman
Research estimates that the cost of providing these capabilities — including
both labor and non-labor costs —is $117 per user per year for organizations of
up to 2,500 employees and $63 per user per year for larger organizations.

e Almost all organizations have experienced a situation in which a virus, worm,
Trojan or other form of malware has successfully penetrated a corporate
network through email. Three out of ten organizations have had one or more
email messages intercepted, while more than one in five have experienced
the successful hacking of an application server.

e Consumer-grade IM client security and compliance are a greater concern
for organizations than is security and compliance for corporate
email/commercial email clients. IT decision makers increasingly have a
greater awareness of the threat presented by consumer-grade IM clients.

e Organizations find security requirements increasing due fo various
compliance efforts and regulations, often with numerous regulations applying
to enterprise systems.

¢ Organizations are finding that it is not enough to just scan inbound messages;
they must now also scan outbound messages for things like content and
confidentiality breaches. The same is frue for IM as organizations are worried
that IM gives staff another option to send out (accidentally or on purpose)
corporate intellectual property, including files.

e Inftegrating security applications with hardened operating systems running on
dedicated appliances is becoming more common. Less than one-half of the
respondents noted deployment of gateway level systems for anti-virus and
outbound content filtering. Almost one-half of the respondents noted that
they would have no concern about deploying a messaging security
appliance.
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The vast majority of organizations have either addressed the problem of
adware/spyware in their networks or they have plans to address the problem
during 2005. However, only about one-half of organizations have dealt with
problems introduced by consumer IM clients or peer-to-peer file-sharing
systems in their networks or have plans to do so during 2005.

Nearly one-half of organizations are sfill using their first-generation anti-virus
system, but two in five organizations is using their second generation anti-virus
capability. More organizations are using a second or later generation anti-
spam system than are using their first generation system.

Many organizations are considering outsourcing their entire email and/or IM
system requirements to hosted providers.

The vast majority of organizations consider it important to establish a secure
communications/encryption capability when sending email to business
partners or members of their supply chain, when communicating with remote
employees and when emailing to customers.

Osterman Research asked decision-makers to rate a wide variety of
messaging management problems in the context of how seriously they
impact their organizations. Chief among these is the growth in email storage
requirements, followed very closely by the amount of spam that organizations
receive, inadequate email archiving, supporting remote users and malware.

About one-third of smaller organizations and nearly one-half of larger ones
are concerned or extiremely concerned about their potential to leak sensitive
information through messaging systems.

Most IT organizations believe that C-level line-of-business managers should be
more involved in managing policies for confidential information protection
and regulatory compliance.

When asked to rate the reasons for deploying a URL filtering solution, the
reasons most often cited as important or very important are to block
adware/spyware, sites that contain pornography and that sites that offer
online gambling. Of least importance were issues like minimizing Web surfing
for personal use and blocking personal Webmail.
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About Osterman Research, Inc.

Osterman Research, Inc. provides market research, cost modeling,
benchmarking and related services to vendors of tfechnology-based products
and services.

We help vendors, IT departments and other organizations make better decisions
through the acquisition and application of relevant, accurate and timely data
on markets, market trends, products and technologies. We also help vendors of
technology-oriented products and services to understand the needs of their
current and prospective customers.

Part of what makes us unique is our market research panel: a large and growing
group of IT professionals and end-users around the world with whom we conduct
our research surveys. This allows us to conduct surveys quickly and accurately.
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